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Abstract

An Algorithm for Cryptography using Linear Feedback Shift Register (LFSR)
Polynomia for a Communication System, say, Computer Network, has been developed and
implemented. A Cryptography is concerned with kegping, communication privete, two men
can communicate over an insecure channd, such as Internet in such a way that a third person
canot undertand what is being communicated. Such an ided Crypto Sysem has been
developed using L.F.SR. polynomid.

INTRODUCTION

With the advancement of Computer and Communication technology many publishers
are floating journals in the Internet, a tool for library and information service,
that requires data security and copyright. Only authorized contributors of that
journal should have the access. Not only journals but many secret library
information may be needed to communicate between two persons through
Internet. Cryptography is concerned with keeping communication private.
Network security can be incorporated using cryptographic techniques, making
the information meaninglessto the interlopers.

The process of Cryptography can be represented graphicaly as follows: (figure- 1)

Mantext —» Enayption —» Ciphetext % Decrypion % Paintext

Figurel
? Pantext — Message in origind form

?  Ciphertext— Encrypted output

? Encyption — Converting Plain text to Cipher text usng an agorithm (Mathematical
Process)

? Decryption — Reconverting cipher text to plaint text.
ENCRYPTION

Encryption is done by stream cipher. Stream Ciphers operate on bits A random
sequence of bits equa to length of the message is generated. This forms the key stream which
is exclusvely Xored (XORed) with the message producing bit by bit encryption. Stream
ciphers operate on smdl units of plaintext, usudly bits. Stream ciphers can be designed to be
exceptiondly fast and hence popularly used in cryptographic applications. The chief problem,
however, is the generdtion of a keystream which is truly random in order that the syslem may
be perfectly secure. In practice, a pseudorandom sequence generator is used a both the
sender and recever ends, st up with the same initid conditions Such a generdtor is
commonly implemented using Linear Feedback Shift Register (LFSR)

An LFSR is a connected series of regigers, each of which can store a binary vaue.
The connections are made in such a way that the resulting recurrence relaion can be
represented by a polynomid. This polynomid is the connection polynomid of the LFSR.
When this polynomid is chosen to be primitive, the period of the pseudorandom sequence
generated is of maximd length , i.e Z2-1 where d sands for the length of the LFSR or
number of shift registers. An LFSR with connection polynomia 1+X+X* is shown h Figure
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2. The initid condition of the primitive polynomia is s, to begin with in order to compute
LFSR's outputs. At each clock-pulse the vaues of eech regiger are shifted to the left-hand
one. Thus the vaues of the leftmost register are shifted aut. This is the output of the register
for given dockpulse The next outputs of for each clock-pulse are determined by XORing
the bits corresponding to the bit-pogtion of the primitive polynomid and trandering the
vaue into the right-most register smultaneoudy. The pseudorandom sequence thus generated
has random occurrence of a zero and one.
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atacks on the system (utilizing the linearity of the sysem) can be avoided. The output of the
combining function is the keysream which is hbit-wise XORed with the coded plaintext (for
example, usng the Murray code) to form the ciphertext. It can be observed that in order to
recover the coded plaintext we need to only XOR the keystream with the ciphertext.
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Implementation:
1  LFSR stream generation

Inputs : The length of the polynomid n, the connection polynomid eg. the polynomid
l+x+¥ is represented as 1 0 01, the initid condition (of length equalling the degree of
the polynomid, d) the desired length m of the output sequence and the no. of tapst.

Output : A pseudorandom sequence with period 2 -1.
2  The LFSR-based encryption system:

Three LFSRs are combined usng amultiplexer i.e.

Y = XXzt XoX3

to form the keysream Y. This bit wise XORed with the plaintext (a message in English
coded into binary using the Murray code) to produce the ciphertext.

Inputs : A message in English and the LFSR polynomids.
Output : The ciphertext.

DECRYPTION

Attacks on cryptosystems can be a various kinds viz. Ciphertext only, Know Plaintext
and Chosen Paintext. In this piece of work, we shdl implement a ciphertext only atack. As
the name indicates, the ciphertext done is avaldble to the ‘adversary’ in this type of attack.
The atack conddered in the present work, hings on the exigence of some corrdation
between the generated LFSR sequences and the received ciphertext and is hence, termed as a
Corrdation atack. For the sream cipher architecture outlined in the last section, we shdl
assume that the LFSR polynomids and the combining function, are both known. The initid
conditions form the secret key. Once these are determined the keystream can be generated
and the ciphertext decrypted.

When he ciphertext is corrdlated with each of the LFSR output sequences, a ‘divide
and conquer’ gpproach may be adopted and the initid conditions of each LFSR determined
spaady. If Mi represents the number of initid conditions of ith LFSR, the totd number of
initidd  conditions for the composte keysream is ? [, M,. Usng the divide and conquer

approach, this reduces to 2 M,. Note that Mi =2-1, where d and this resiits in an

enormous amount of savings in computation if dl initid conditions are to be tested. In the
dgorithm in conddered here, we consder only one LFSR without loss of generdity (snce
each LFSR is attacked separately). Further, since we assume that a certain correlation exists
between the ciphertext and the LFSR output sequence, say Prob (ciphertext = LFSR output
sequence) = p, we generaie a cphertext satifying this requirement and test the agorithm on
this (ctails cab be found in the Implementation described later).



Algorithm:
1 Let us consder the unknown initid State of the target LFSR, denoted

US (U, Wy eeneeneieeneeannns , W)
We can express each Ui as some known linear combination of theinitid ateu, i.e.,
u= ’; wyu; ?i?1

j71
where wjj,i ? 1,1 ? j ? d are known congtants.
Definetheinitid state polynomia, denoted U(x), to be
UX) = U, X2y weeneieeneviniananns JXD) S U+ WXt + UgXg.
The correlation between y and z can be described by introducing anoise vector e as
e=(e, & ciueennnnn. , &), Then we modd the corrdation by writing z = u + g, giving
z=(U) te,UX) + €&, v , U(xn) + &v),
where % are known.

Snce U(X) is linear polynomid, the sum of these two noisy observations will give rise
to an even more noisy obsarvation in the point xi + X, Snce

P(z +z=U(x +X)) P(z + 7= U(x) + U(x))
P(z = U(x)) Pz = U(x)) + P(z = U(x)) P(z; ? U(X))
A2+ 2%+ (12 = ?)

= 12 + 27

Now we want to check whether the hypothesized value (0, , ...... , 0,) of (U, .oy W
is correct or not. This is done by first sdecting a certain (dk) tuple s, and then by
finding dl linear combinations of t (heret = 2) vectorsin{xa, X2, ........... ) X},

t
x(@)=7? x,

j71
We get the form
X)) = (X2 eeeneenennnnn, y Kk Sl eeeeens , &)
for dl vaues of X1, ......... , Xk (not al zero). Let S be the number of times the tuple

§ can be formed in thisway.

From out previous arguments, we can get the rdaion between U(x(i)) and Z (i) in the form.
Ux@)=z2(@)+e

Where e is anoise vector

It is equivaent expressed as

k d
2uX% ??2us ? z177e
j7n j?2k?1

This can be rewritten as
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j71 j2k71 j71

d
wheeW= ? us, .
j?k?1

Suppose U is correct. Then

k
?21,720% =0
i

k
and P (W+e) =0=P(? 0%, ?2 ()

j71
k
Let T = 1, whenever ? (X, ? Z (i) and z(i) and num = ? T;
j71
If W =0, P(W+e) = 0= 1/2-2?2
It W =1, P(W+e) = 0 = 1/2-272
where 1/2+2?% and 1/2-2?? are cenoted by P,
? num? Bin (S, @)
where nub has a binomid didribution Bin (S, py), with py being one of the two
probabilities. If l]j iswrong,
num ? Bin (S, 1/2)

3 In order to separate between the two, we cdculate
Zd?k
dg= ? B?2* um?
i”7n
for dl combinations of (S, -...... , &) for the two candidate values of . Findly, we
sdect y for the highest dist value.

4 In order that above dgorithm can be executed sequentidly, the vadues of k are varied
from 1 to d1 and u cdculated. Note that each step, the w vaues cdculated in the
earlier ones, are used, S0 that a choice between 0 and 1 only, has to be made.

5 In order to determine w, we condder both the candidate vaues and generate the

corresponding LFSR output sequences We then decide in favour of the one that gives
rise to the sequence which has the greaster number of matches with the ciphertext.

Implementation :

1

LFSR stream and ciphertext generation.

Inputs : Degree of the polynomid, the coeffidents of polynomid and initid
conditions. The vaue p = Prob Ciphetext = LFSR output sequence) is kept fixed a
06.

Outputs : LFSR output sequence and Ciphertext.
Expressing every bit of LFSR sequence in terms of the initia conditions.



Inputs: Sameasabove.

Outputs : A matrix with m rows and d columns. The ith row corresponds to the ith bit
of the LFSR output sequence and a ‘1’ in the jth column of that row indicates tha the
bit is dependent on the jth initid condition or u;.

3 Implementation of the fagt corrdation attack.
Inputs : Sameasabove.
Outputs : Theinitid conditionsuy, ....... , W identified to be the correct ones.

CONCLUSIONS

The dgorithm was found to work wel for a sysem usng an LFSR polynomia
1+x+X* and p = 06. Various sts of initid conditions were used and the agorithm was able to
identify them correctly in each case. For Internet security efforts are being made to
implement DNA cryptography and when it is fully implemented important information in the
Internet will remain as amysteryto the third party.
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